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Information Technology

Analysts Fundamentals (LogRhythm

Security Analyst LRSA)




Course Introduction

This training course is designed to provide participants with the day-to-day application of
the LogRhythm Platform using real-time data Dashboards, Alarm Management, structured
and unstructured Searches, Case Management, Reports, and Administration.

Target Audience

This training course is designed for security analysts, systems administrators, managers,
engineers, and other LogRhythm end users who are responsible for the day-to-day use of
the LogRhythm Platform to detect, respond to, and neutralize Events and Alarms.

Learning Objectives

» Gain a comprehensive understanding of the role of Analysts and why organizations
focus on security intelligence.

 Navigate and customize the Web Console.

* Analyze dashboards and analyzer grids.

* Track Investigations using Case Management

* Identify the key tasks of analysts in gathering forensic data.



Course Outline

* Day 01

The Role of the Analyst

> Why Organizations focus on Security Intelligence

> Detection and Response

o Introduction to Threat Lifecycle Management

> LogRhythm and You Performing Threat Lifecycle Management

Navigating the Web Console Part |

> Analysis in the Dashboards
> Analysis in the Analyzer Grid
> Alarm Management

* Day 02

Navigating the Web Console Part Il

o Investigations with Searching
o Track Investigations using Case Management
> Reporting
o Administration
o ldentity Analytics
o List Management
» Day 03

The Analyst’s Tasks

> Gathering Forensic Data



o Discovery
o Qualification of Data and Alarms
o Investigation of Data and Alarms
o Tracking Investigations
> Neutralize a Threat
> Recover

» Day 04

Customizing the Web Console

o Create a Custom Dashboard
> Upload Out of the Box Dashboards

» Day 05

Taking Action as an Analyst

° Security
° Operations

o Compliance



Confirmed Sessions

FROM TO DURATION FEES LOCATION
April 7, 2025 April 11, 2025 5 days 4250.00$%  UAE - Dubai

July 7, 2025 July 11, 2025 5 days 4950.00 $ England - London
Nov. 10, 2025 Nov. 14, 2025 5 days 4250.00 $ UAE - Abu Dhabi
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