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Course Introduction

ISO/IEC 27002 Manager enables participants to acquire the necessary knowledge and

skills to support an organization in selecting, implementing, and managing information

security controls based on ISO/IEC 27002. The training course provides information that

will help participants in gaining a thorough understanding of how information security risks

can be treated by selecting relevant controls, especially in the context of an information

security management system (ISMS).

A PECB ISO/IEC 27002 Manager certification will enable you to demonstrate your

comprehensive knowledge in the implementation and management of information security

controls based on industry best practices.

Target Audience

This training course is intended for:

Managers involved in the implementation of an information security management

system (ISMS) based on ISO/IEC 27001

IT professionals and consultants seeking to enhance their knowledge in information

security

Members of an ISMS implementation or information security team

Individuals responsible for information security in an organization
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Learning Objectives

By successfully completing this training course, you will be able to:

Explain the fundamental concepts of information security, cybersecurity, and privacy

based on ISO/IEC 27002

Discuss the relationship between ISO/IEC 27001, ISO/IEC 27002, and other

standards and regulatory frameworks

Support an organization in effectively determining, implementing, and managing

information security controls based on ISO/IEC 27002

Course Outline

01 Day One

Introduction to ISO/IEC 27002:

Training course objectives and structure

Standards and regulatory frameworks

Fundamental concepts of information security, cybersecurity, and privacy

Information security management system (ISMS) and ISO/IEC 27002

Selection and design of controls

Information security policies, procedures, and roles and responsibilities

02 Day Two

Information assets, people controls, physical controls, and operational security

controls:

Information assets and access controls

People controls

Physical controls
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Operational security controls

03 Day Three

Information security incident management and monitoring of information

security controls and certification exam:

Protection of information systems and network controls

Supplier relationships and ICT supply chain

Information security incident management

Information security testing

Monitoring information security controls

Continual improvement

Closing of the training course

Confirmed Sessions

FROM TO DURATION FEES LOCATION

June 29, 2025 July 1, 2025 3 days 3250.00 $ KSA - Riyadh

Sept. 1, 2025 Sept. 3, 2025 3 days 3950.00 $ England - London

Nov. 24, 2025 Nov. 26, 2025 3 days 3250.00 $ UAE - Dubai

Generated by BoostLab • 

◦ 

• 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 

◦ 


	PECB Certified ISO/IEC 27002 Manager
	Course Introduction
	Target Audience
	Learning Objectives
	Course Outline
	Confirmed Sessions


