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Course Introduction

ISO/IEC 27001 Lead Auditor training enables you to develop the necessary expertise to
perform an Information Security Management System (ISMS) audit by applying widely
recognized audit principles, procedures and techniques.

Target Audience

* Auditors seeking to perform and lead information security management system
(ISMS) audits

* Managers or consultants seeking to master the information security management
system audit process

* Individuals responsible to maintain conformity with the ISMS requirements in an
organization

* Technical experts seeking to prepare for the information security management system
audit

* Expert advisors in information security management

Learning Objectives

By the end of this training course, participants will be able to:

1. Explain the fundamental concepts and principles of an information security
management system (ISMS) based on ISO/IEC 27001

2. Interpret the ISO/IEC 27001 requirements for an ISMS from the perspective of an
auditor


https://pecb.com/en/education-and-certification-for-individuals/iso-iec-27001

3. Evaluate the ISMS conformity to ISO/IEC 27001 requirements, in accordance with the
fundamental audit concepts and principles

4. Plan, conduct, and close an ISO/IEC 27001 compliance audit, in accordance with
ISO/IEC 17021-1 requirements, ISO 19011 guidelines, and other best practices of
auditing

5. Manage an ISO/IEC 27001 audit program

Course Outline

* 01 Day One

Introduction to the information security management system (ISMS) and ISO/
IEC 27001

o Training course objectives and structure
o Standards and regulatory frameworks
o Certification process
o Fundamental concepts and principles of information security
o Information security management system (ISMS)
* 02 Day Two

Audit principles, preparation, and initiation of an audit

o Fundamental audit concepts and principles
> The impact of trends and technology in auditing
> Evidence-based auditing
> Risk-based auditing
o Initiation of the audit process
> Stage 1 audit
* 03 Day Three

On-site audit activities

> Preparing for stage 2 audit



o Stage 2 audit
o Communication during the audit
o Audit procedures
o Creating audit test plans
» 04 Day Four

Closing the audit

o Drafting audit findings and nonconformity reports
> Audit documentation and quality review
o Closing of the audit
o Evaluation of action plans by the auditor
> Beyond the initial audit
o Managing an internal audit program
o Closing of the training course
» 05 Day Five

Certification Exam

Confirmed Sessions

FROM TO DURATION FEES LOCATION

May 18, 2025 May 22, 2025 5 days 4250.00 $ Qatar - El Doha
Aug. 25, 2025 Aug. 29, 2025 5 days 4950.00 $ Austria - Vienna
Nov. 24, 2025 Nov. 28, 2025 5 days 4250.00 $ UAE - Dubai
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