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Course Introduction

This training course is designed to help participants develop the skills in utilizing Azure AD
to architect, deploy, and oversee an organization's identity and access management
systems.

This course will allow participants to gain mastery over essential tasks such as securing
authentication and authorizing access to enterprise-level applications. Additionally, this
course will allow them to acquire expertise in delivering seamless user experiences and
facilitating self-service management capabilities across the board.

The governance of identity

The course will explore the adaptive access methods and the governance of identity and
access management solutions, equipping participants to effectively troubleshoot, monitor,
and generate reports. Whether as an independent professional or part of a larger team,
grasp the collaborative intricacies of this role with other organizational functions to
spearhead strategic identity initiatives.

Training Course Methodology
This training course is designed to be interactive and participatory, and includes various
learning tools to enable the participants to operate effectively and efficiently in a

multifunctional environment. The course will use lectures, presentations, and group
discussions.

Target Audience

* Cloud Computing Engineer

» Computer Network Specialist

» Computer Support Specialist

» Database Administrator

* Information Technology Analyst



* Information Technology Leadership
* Information Security Specialist
 Software/Application Developer

* Web Developer

» Technology sales consultant

Learning Objectives

 Deploy an initial Azure AD with custom settings

» Manage both internal and external identities

» Implement a hybrid identity solution

» Configure and manage user authentication, including MFA
» Control access to resources using conditional access

» Use Azure AD Identity Protection to protect your organization
* Register a new application with your Azure AD

* Plan and implement SSO for the enterprise application

» Monitor and maintain enterprise applications

* Manage and maintain Azure AD from creation to solution

» Use access reviews to maintain your Azure AD

» Grant access to users with entittement management

Course Outline

* Day 01
Module 1: Implement an identity management solution

o Implement initial configuration of Azure Active Directory
o Create, configure, and manage identities
o Implement and manage external identities
o Implement and manage a hybrid identity
* Day 02



Module 2: Implement an authentication and access management solution

o Secure Azure AD user with MFA
o Manage user authentication
o Plan, implement and administer conditional access
o Manage Azure AD ldentity Protection
» Day 03
Module 3: Implement Access Management for App

> Plan and design the integration of the enterprise for SSO
o Implement and monitor the integration of enterprise apps for SSO
> Implement app registrations
* Day 04
Module 4: Plan and implement an Identity Governance Strategy

> Plan and implement entitlement management

o Plan, implement, and manage access reviews
» Day 05

Module 5: Plan and implement privileged access

> Monitor and maintain Azure Active Directory

Confirmed Sessions

FROM TO DURATION FEES LOCATION

Dec. 15, 2025 Dec. 19, 2025 5 days 4250.00 $ UAE - Dubai
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