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Course Introduction

The Symantec Endpoint Protection 14.2: Configure and Protect course is designed for the

network, IT security, and systems administration professionals in a Security Operations

position who are tasked with configuring optimum security settings for endpoints protected

by Symantec Endpoint Protection 14.2. This class brings context and examples of attacks

and tools used by cybercriminals. 

Target Audience

Cloud Computing Engineer

Computer Network Specialist

Computer Support Specialist

Database Administrator

Information Technology Analyst

Information Technology Leadership

Information Security Specialist

Software/Application Developer

Web Developer

Technology sales consultant

Learning Objectives

 Secure endpoints against network and file- based threats

Control endpoint integrity and compliance

Enforce adaptive security posture 
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Course Outline

Day 01

Module 1: Introducing Network Threats

Module 2: Protecting against Network Attacks and Enforcing Corporate Policies

using the Firewall Policy

Module 3: Blocking Threats with Intrusion Prevention 

Day 02

Module 4: Introducing File-Based Threats

Module 5: Preventing Attacks with SEP Layered Security

Module 6: Securing Windows Clients 

Day 03

Module 7: Securing Linux Clients

Module 8: Securing Mac Clients

Module 9: Providing Granular Control with Host Integrity 

Day 04

Module 10: Controlling Application and File Access

Module 11: Restricting Device Access for Windows and Mac Clients

Module 12: Hardening Clients with System Lockdown 

Day 05

Module 13: Customizing Policies based on Location

Module 14: Managing Security Exceptions 
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Confirmed Sessions

FROM TO DURATION FEES LOCATION

June 30, 2025 July 4, 2025 5 days 4250.00 $ UAE - Dubai

Sept. 22, 2025 Sept. 26, 2025 5 days 4950.00 $ Singapore - Singapore

Oct. 20, 2025 Oct. 24, 2025 5 days 4250.00 $ UAE - Dubai

Nov. 2, 2025 Nov. 6, 2025 5 days 4250.00 $ oman - salalah
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