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Information Technology

Certified Information Security Manager

(CISM)




Course Introduction

Certified Information Security Manager (CISM) is a globally recognized standard used to provide
effective security management and consulting services, as well as open doors for career progression.
This training program is designed to provide participants with the five domain areas that relate to the
role of a CISM. The training program will focus on these domains giving participants the knowledge

and skills to develop and manage a resilient information security program.

Target Audience

* Cloud Computing Engineer

» Computer Network Specialist

» Computer Support Specialist

» Database Administrator

* Information Technology Analyst

* Information Technology Leadership
* Information Security Specialist

» Software/Application Developer

* Web Developer

» Technology sales consultant

Learning Objectives

* Learn how to establish and maintain a framework that aligns information security strategies with
business objectives and applicable laws and regulations.

* |dentify and manage information security risks to achieve business objectives.



* Design, develop and manage an information security program that implements the information
security governance framework.

* Understand how you oversee and direct information security activities to execute the
information security program.

* Develop and manage your capability to respond and recover from disruptive and destructive

information security events.

Course Outline

* Day 01

DOMAIN I: INFORMATION SECURITY GOVERNANCE

Establish and maintain an information security strategy in alignment with
organizational goals and objectives to guide the establishment and ongoing
management of the information security program.

Establish and maintain an information security governance framework to guide
activities that support the information security strategy.

Integrate information security governance into corporate governance to ensure
that organizational goals and objectives are supported by the information security
program.

Establish and maintain information security policies to communicate
management’s directives and guide the development of standards, procedures and
guidelines.

Develop business cases to support investments in information security.

Identify internal and external influences to the organization (for example,
technology, business environment, risk tolerance, geographic location, legal and
regulatory requirements) to ensure that these factors are addressed by the
information security strategy.

Obtain commitment from senior management and support from other
stakeholders to maximize the probability of successful implementation of the
information security strategy.

Define and communicate the roles and responsibilities of information security
throughout the organization to establish clear accountabilities and lines of authority.

Establish, monitor, evaluate and report metrics (key goal indicators [KGIs], key
performance indicators [KPIs], key risk indicators [KRIs]) to provide management with
accurate information regarding the effectiveness of the information security strategy.



Day 02

DOMAIN II: INFORMATION RISK MANAGEMENT AND COMPLIANCE

Establish and maintain a process for information asset classification to ensure
that measures taken to protect assets are proportional to their business value

Identify legal, regulatory, organizational and other applicable requirements to
manage the risk of noncompliance to acceptable levels

Ensure that risk assessments, vulnerability assessments and threat analyses are
conducted periodically and consistently to identify risk to the organization’s
information

Determine appropriate risk treatment options to manage risk to acceptable levels

Evaluate information security controls to determine whether they are appropriate
and effectively mitigate risk to an acceptable level

Identify the gap between current and desired risk levels to manage risk to an
acceptable level

Integrate information risk management into business and IT processes (for
example, development, procurement, project management, mergers and acquisitions)
to promote a consistent and comprehensive information risk management process
across the organization

Monitor existing risk to ensure that changes are identified and managed
appropriately

Report noncompliance and other changes in information risk to appropriate
management to assist in the risk management decision-making process

Day 03

DOMAIN IlI: INFORMATION SECURITY PROGRAM DEVELOPMENT AND
MANAGEMENT

Establish and maintain the information security program in alignment with the
information security strategy

Ensure alignment between the information security program and other business
functions (for example, human resources [HR], accounting, procurement and IT) to
support integration with business processes

Identify, acquire, manage and define requirements for internal and external
resources to execute the information security program

Establish and maintain information security architectures (people, process,
technology) to execute the information security program

Establish, communicate and maintain organizational information security
standards, procedures, guidelines and other documentation to support and guide
compliance with information security policies

Establish and maintain a program for information security awareness and training



to promote a se cure environment and an effective security culture

Integrate information security requirements into organizational processes (for
example, change control, mergers and acquisitions, development, business
continuity, disaster recovery) to maintain the organization’s security baseline

Integrate information security requirements into contracts and activities of third
parties (for example, joint ventures, outsourced providers, business partners,
customers) to maintain the organization’s security baseline

Establish, monitor and periodically report program management and operational
metrics to evaluate the effectiveness and efficiency of the information security
program

Day 04
DOMAIN IV: INFORMATION SECURITY MANAGEMENT

Establish and maintain an organizational definition of, and severity hierarchy for, information
security incidents to allow accurate identification of and response to incidents

Establish and maintain an incident response plan to ensure an effective and timely response
to information security incidents

Develop and implement processes to ensure the timely identification of information security
incidents

Establish and maintain processes to investigate and document information security
incidents to be able to respond appropriately and determine their causes while adhering to legal,
regulatory and organizational requirements

Establish and maintain incident escalation and naotification processes to ensure that the
appropriate stakeholders are involved in incident response management

Organize, train and equip teams to effectively respond to information security incidents in a
timely manner

Test and review the incident response plan periodically to ensure an effective response to
information security incidents and to improve response capabilities

Establish and maintain communication plans and processes to manage communication with
internal and external entities

Conduct post-incident reviews to determine the root cause of information security incidents,
develop corrective actions, reassess risk, evaluate response effectiveness and take appropriate
remedial actions

Establish and maintain integration among the incident response plan, disaster recovery plan
and business continuity plan
Day 05

DOMAIN V: RESPONSE MANAGEMENT

Learn to develop and manage your capability to respond and recover from
disruptive and destructive information security events

Practical Workshop.



Confirmed Sessions

FROM TO DURATION FEES LOCATION

May 26, 2025 May 30, 2025 5 days 4250.00 $ UAE - Dubai

Aug. 4, 2025 Aug. 8, 2025 5 days 4950.00 $ England - London
Sept. 1, 2025 Sept. 5, 2025 5 days 2150.00$  Virtual - Online
Dec. 22, 2025 Dec. 26, 2025 5 days 4250.00 $ UAE - Dubai
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